What is enough Security?

RESET | What should ‘normal’ today?

Risk Event | 16 November 2022




Normal car safety | Seat belts

First applied by Saab in 1958

From 1 January 1971 onwards, seat belts
are mandatory for driver and seats next to
driver connecting to a car door
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Normal car safety | Airbags
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During the 80s and 90s, airbags
became the ‘Normal’

Note that airbags are not legally
required !



Normal car safety | Adaptive cruise control

First adaptive
cruise control in
1992, becoming
‘normal’ in the 20s
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Normal IT Security

! 0
@ Baselines and
"< baseline compliance

Internal
firewalls
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Security | Impact on NORMAL of legal and regulatory requirements

Extenal drivers vs Intrinsic motivation

Requirements Mandatory audits Penetration testing
« [SO 27001 and ISO 27002 * DigiD  DNB’'s TIBER testing
- BIO 2018 « SWIFT  DORA's threat-based testing
« AVG 2018 « CA's * Dutch government intends
to plan and budget for red
. . . .. teaming from 2025 onward
« UNR155and R156 .
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Normal Security | The great SECURITY reset

« Acceptance of Basic Hygiene
Secure IT components
Verified ID’s and Access
Swift response to events

For all relevant IT and OT
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Recoverability
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Culture

Governance

Organisation

Processes

Infrastructure

Sharing and learning

Management well-informed and
involved

CISO fit for Organisation
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Security RESET | Sharing and learning with 3rd parties

1 2 .

Requesting Receiving Reviewing and
Responding
Contracting to share Ensure to receive Risk-based handling of
security status and . Threat info shared security
security events : ! . information
Y - Responsible disclosure info

Connecting with peers . Third party

in industry status info

Linking to key sources .  Eventinfo
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Security RESET | Management well-informed and involved

Ensure that management understands relevance of
Security, enabling

- Information Protection and Business Resilience

- Compliance with applicable Laws and Regulations

Inform and discuss

- Residual cyber risks

- Developing cyber threats

- Current controls effectiveness
- Main cyber-related incidents

- Security progress

Page 9 ISACA Risk event | The great RISK reset EY




i o va NNECTED
Security RESET | CISO fit for Organisation ,\,.{ngi\viw\CO C

- el
— ‘ >
~

FOCUSED

Security CISO

maturity maturity a

'\.,n b
=
AT

) o de

RN T R
FSEe T/ )

PROACTIVE Sl o

A1 A SRR
Page 10 ISACA Risk event | The great RISK reset Y 4 o D '
B

-l




Security RESET | Enabling business go faster Pelter Kornelisse
EY | Technology Risk

peter.kornelisse@nl.ey.com
+31 6 5316 5596

RESET requires

« CISO fit for Organisation

« Well-informed management
« Sharing and learning

« Basic hygiene resolved

And enables
« Making it easerto
« Move forward with
security controls such as
Zero Trust
« Adapt security based on
business needs
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EY | Building a better working world

EY exists to build a better working world, helping to
create long-term value for clients, people and
society and build trust in the capital markets.

Enabled by data and technology, diverse EY
teams in over 150 countries provide trust

through assurance and help clients grow, transform
and operate.

Working across assurance, consulting, law,
strategy, tax and transactions, EY teams ask better
questions to find new answers for the complex
issues facing our world today.
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EY refers to the global organization, and may refer to one or more, of
the member firms of Ernst & Young Global Limited, each of which is a
separate legal entity. Ernst & Young Global Limited, a UK company
limited by guarantee, does not provide services to clients. Information
about how EY collects and uses personal data and a description of
the rights Individuals have under data protection legislation are
available via ey.com/privacy. For more information about our
organization, please visit ey.com.
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